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Privacy Protection

The protection of personal data has high priority and will be regulated far-reaching through
General Data Protection Regulation (GDPR). Therefore every company which handles and
saves personal data from customers, clients and patients (in the following described as
customer) have to appropriate actions do to consider for its demands on privacy protection.

Protection of personal data by data-minimization

To limit the collection of personal data to a minimum, GMON just need the input of a
customer-ID, the year of birth and your sex (for a health relevant interpretation of the
results, see also GMON_EN_Admin). The customer-ID gives you the ability to use it as a
password, so you should be able to observe the recommended requirements.

Optional personal data

All other storage parameters about customer information that could possibly identify the
customer are optional. However, they should only be collected and stored in accordance
with the privacy policy applicable to the user of the GMON Software and with the consent of
the patient.

Example: if a customer wishes a personal printout of his measurement results (report), so you can
insert the parameters temporary. These parameters could be easily removed with GMON-
Administrator (mark the relevant customer entry and ,>Edit*).

With the function ,,>Extras>Anonymous saving of the database“ you can reduce all
customer entries to customer-1D, year of birth and sex as personal data.

Protection of personal data to unauthorized access

The IT system administrator has to restrict the access to programs in such way that the
users can only access to programs and files, which were needed. By logging on to the
Windows® operating system with a secure password these requirements are covered to
access the GMON Software.

The database from GMON will be saved local as standard that the user has to organize the
access authorization to data by itself. Besides the user has to install suitable data security
systems against malware (viruses, Trojans, spyware, etc.) and for back up the database
periodical.

In GMON, you have the possibility to use this back up function for the database by
»>Extras>Backup database*.

The user have also to observe the privacy protection in case of absence. Therefore the
function against unauthorized insight or access ,,>Database> Lock computer” is
integrated in GMON. The removal of these lock will be occur by renewing the login from the
user on the computer.

Protection of personal data to authorized access
In communication with thirds the user has to pay attention that no data will be transferred
that is possible to identify the customer. As example:

- Delete of personal data from screenshot,
- Blacking of personal data on printed reports.

If GMON generates error messages, which can be emailed to support@gmon.eu, these
error messages contain only information about program technology and contains never
personal data.
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Privacy Protection

Fulfilment of information obligation

The customer has a right to be informed concerning which personal data are saved about
him. His assent should be confirmed in written form. The customer should be informed
about the integrated arrangements of privacy protection of the GMON user too.

Measurement results belong also to personal data. It is to refer, after every finished
measurement started by GMON all values in the fields will be saved in the database. The
storage of the values is necessary for the generating of a report.

Right of deletion of personal data
The user of the GMON should explain the customer that he has a right to claim of deletion
of personal data:

(1) by deleting of an single dataset of a measurement (e.g. the current measurement
after report creation) in the value table (by clicking with the right mouse key),

(2) by deleting of all data in a specific time range, by ,,>General”,

(3) by deleting of all data from the customer/patient in GMON administrator.

Note: every deletion according to (1) to (3) will erase the selected data from the computer. There is
no possibility of restoration and the deleting of data cannot be reversed.

Right of self-administration of personal data

Every customer has the right and the possibility for managing his own personal data and
object the use by third parties. The GMON provides therefore the ,,GMON
exchangeformat (*.gmon)“ ,,>Data>Export".

The deletion of all data from the customer/patient by point (3) can start after saving from all
data to a customer’s own storage (e.g. flash-drive). At all time, the exported customer data
could be imported to the database by ,>Database>Data import>GMON exchange
archive“ if it is necessary and allowed by the customer (e.g. by renewing measuring at a
later time). The GMON user has own responsibility and must the customers storage handle
with care to avoid the installation of malware (viruses, Trojans, spyware, etc.).

Note: If the customers storage medium will be lost, all saved data are also lost and cannot be
undone.

Regulation (EU) 2016/679 (General Data Protection Regulation) in the current version of
the OJ L 119, 04.05.2016; cor. OJ L 127, 23.5.2018
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